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ALGORITHM SUBSTITUTION ATTACKS ON SYMMETRIC
ENCRYPTION: A SURVEY

D. CARNEMOLLA - M. DI RAIMONDO

In 2014, Bellare, Paterson, and Rogaway suggested formalizing Algo-
rithm Substitution Attacks (ASAs), a new type of attack against symmet-
ric encryption methods. These attacks replace the conventional encryp-
tion algorithm with a subverted one, enabling the attacker, known as Big
Brother, to decrypt messages without the user’s collaboration. The for-
mal definitions of these attacks highlight the user’s capacity to identify
the subversion (i.e., the replacement of regular encryption with a mali-
cious one) and the Big Brother’s capacity to gather data about encrypted
messages. In recent years, the cryptographic community has developed
several definitions, attacks, and possible defenses to increase its aware-
ness of this potential issue. In this paper, we will explore the Algorithm
Substitution Attack concepts and assaults available in the literature, com-
paring them with a critical eye.

1. Introduction

Following the public release of Snowden’s revelations [14, 15], concerns have
emerged regarding the potential methods government agencies (the Big Brother)
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could employ for mass surveillance. The methods used appear to be various, in-
cluding network router sabotage, network traffic manipulation, malware injec-
tion, and so on. There are also attempts to compromise cryptographic standards
in order to insert potential backdoors into parameter generation [22]. From a
theoretical standpoint, it is intriguing to consider whether they could manipu-
late the cryptographic tools we regularly use without our knowledge, potentially
revealing confidential information such as messages and keys. Let us begin by
assuming that cryptographic experts have carefully examined and confirmed the
theoretical security of the chosen cryptographic scheme on paper. This is a rea-
sonable assumption for many of the most current specific standards. A risk may
arise during the transition to deployment on computers and devices: has every-
thing been done correctly? Has an unexpected mechanism been introduced?
Code accessibility often restricts verification capabilities. This is a clear limit
for a commercial closed-source project. On the other hand, many reference
implementations (such as OpenSSL, OpenSSH, etc.) are open-source projects,
and this should provide more transparency. Regrettably, the software is often
distributed as pre-compiled binaries through repositories or app stores, which
suggests the potential for tampering during the distribution phase. Finally, as a
general observation, these projects are often very complex, so only a small group
of selected experts can understand and really review the code. This implies that
a malicious developer could potentially introduce a modification or backdoor
into the source code, which could remain undetected if well-obfuscated. These
considerations allow us to state that this subversion issue can become relevant
for open-source software too.

This poses intriguing questions. If a hypothetical Big Brother compromises
our cryptographic tools, will we be able to detect such manipulations through
regular usage (for example, by studying their output and/or behavior)? Are
there cryptographic algorithms that, by design, cannot be compromised in any
way? All of this has led to studies on Algorithm Substitution Attacks (ASAs)
[3, 27, 28]. In these scenarios, users are unaware of the replacement of reg-
ular cryptographic tool implementations with altered versions (malware). Be-
cause such a replacement may not be global, or there may be other unaffected
implementations, malicious software must still ensure a certain level of inter-
operability (i.e., the sabotaged encrypted messages should look regular and be
decryptable with the standard routine). Questions like these can be posed con-
cerning any cryptographic tool (symmetric or asymmetric encryption, digital
signatures, key exchange protocols, etc.). For practical reasons, various studies,
including this survey, have chosen to focus on the specific case of symmetric
encryption. Indeed, this option favors a greater focus on the problem and pro-
vides more meaningful results. Additionally, they are frequently combined with
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other cryptographic primitives and are widely utilized in a variety of scenarios,
especially for the provided high efficiency.

A proper approach is required to thoroughly investigate a problem like this.
To assess if something is safe or not, we must first define what it means to be
secure. In other words, it is crucial to have a suitable definition. Bellare et al.
(hereinafter BPR) were among the first in [3] to address the definitional issue of
ASA for symmetric encryption. They designed a model that formally demon-
strated several intriguing results. They pioneered the first generic subversion
methods, enabling blackbox modification of an entire class of encryption algo-
rithms into something beneficial for Big Brother. Such results also allow us to
show, under certain conditions (e.g., use of initialization vectors or, more gen-
erally, randomization), that regular users will not notice the subversion at all.
Unfortunately, the traits exploited by such attacks are quite common in the ex-
isting cryptographic standards. This may make us think there are no safe ways
to avoid such threats. However, the BPR investigation identified encryption
classes that are difficult to subvert, at least not without easy detection during
use. This, at least theoretically, provides some hope to the common user. At
first glance, designing a definition appears to be a simple task. Correctly defin-
ing the scheme and associated attacks is critical: what is the attacker’s goal?
What powers does this enemy possess? How do the various parts interact with
the others? As a symptom of this difficulty, in the specific case of ASA for sym-
metric encryption, there are at least two other works that have led to a revision
of what BPR initially proposed. In 2015, Bellare addressed various problems
of the prior model in [2], along with a different working group (BJK from now
on). This alternative model also allowed for an expansion of the class of avail-
able attacks and improved the already known subversion schemes. In the same
year, Degabriele et al. (DFP hereafter) critiqued the BPR’s model, proposed
their own, and finally presented a simple yet effective new method of subver-
sion that had not previously been explored. The presence of several works on
a given topic, some of which are inconsistent and not necessarily inclusive, is
often symptomatic of the need for further research. The present survey aims to
collect, document, unify, and compare the major findings on the subject: defi-
nitions, subversion schemes, and immune cryptographic schemes. This type of
contribution intends to aid other researchers in swiftly understanding the topic,
potentially leading to a unified solution that consolidates existing know-how.

It is also important to understand the potential limitations of a formal ap-
proach of this kind. Consider how a typical user could spot anomalies in their
system’s behavior. The definitions do not account for the potential of the user
reverse-engineering the binary executable code or conducting advanced studies
on so-called side-channels, such as execution time or the number of requests
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to the system’s RNG (Random Number Generator). Although this reduces the
practical value of some stated results, they remain important milestones for a
deeper understanding of the problem.

1.1. Related Works

The origins of ASA can be traced back to Simmons’ [23-25] research on the
leakage of secret keying material via subliminal channels in blackbox imple-
mentations. This notion is further investigated by Young and Yung’s Klep-
tography thread [27-31], which focuses on public key encryption and signa-
ture techniques. Unlike the symmetric setting addressed in this paper, such a
scheme would allow Big Brother’s subversion key to be preserved even in case
of reverse-engineering of the subverted code. Other research, including [26]
and [1], have further refined the asymmetric case. Even PRNGs (Pseudo Ran-
dom Number Generators) have been scrutinized, with speculation on potential
ASA assaults [20]. To validate the concrete risk that ASA represents, various
works have targeted real protocols such as SSL/TLS, SSH, Wireguard, and Sig-
nal [6, 13, 32]. The ongoing research on the topic has shown several connections
between ASA and other cryptographic primitives. Anamorphic Encryption and
ASA have a tight link, as proven by [26]. In [5], the authors demonstrated that
ASAs and steganographic systems against primitives are equivalent.

2. Preliminaries

Notation. If n is a positive integer, we denote with {0, 1}" the set of all binary
strings of length n and with {0, 1}* the set of all finite binary strings. The symbol
€ is used to represent the empty string. We denote with x||y the concatenation of
two strings x and y and with |x| the length of a string x. Vectors are indicated with
bold fonts. For any vector X, we denote with X[i] its i-th component. Finally, if
A is a set we denote with |A| its size and with y % A the process of extracting
an element from A uniformly at random and assigning it to y. We denote with
A € N a security parameter. A function f : N — R is called negligible if for
every positive polynomial p(-) there exists a Ay such that, for every A > A
it holds that f(A) < 1/p(A). We use negl(A4) to denote a generic negligible
function.

Definition 1 (Pseudo-random function). Let F : {0,1}* x {0,1}* — R be a func-
tion taking akey L € {0, 1}/ and input ¢ € {0, 1}* to return an output F(L,c) €R.
Let A an adversary against the game PRFﬁ shown in Figure 1. The advantage
of A is defined as follows

AdvE(A) =2-Pr[PRFA =1] — 1.
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Game PRF7' FN(c)
L+3{0,1}:b+3{0,1};C«+0 if(b=1) theny. + F(L,C)
b <% AFN elseif c ¢ C then
return (b =) ye <R
C+ CU{c}
return y,

Figure 1: PRF security game.

We say that F is a pseudorandom function if AdvI;;rf(A) < negl(4) for all prob-
abilistic polynomial-time (PPT) attackers .A.

2.1. Symmetric Encryption

In this section, we briefly recall the fundamental definitions of symmetric cryp-
tography. In general, we denote with M the message space and with AD the
associated data space. The associated data typically represent additional public
information sent with the private message; in the case of authenticated encryp-
tion, they are included in the integrity checks.

Definition 2 (Symmetric Encryption Scheme). A symmetric encryption scheme
is a triple IT = (K, &, D), as follows:

* K is the key space; it is a finite nonempty set of strings of some fixed
length.

« &x(M,A,0)%—(C,0’) is the encryption algorithm. This algorithm may
be randomized, stateful, or both. On input a key K € K, a message
M € M, an associated data A € AD and a (possible) state o, it returns a
ciphertext C (or L in case of error) and a (possible) new state ¢”.

* Dk(C,A,0) — (M,0’) is the decryption algorithm. It is a deterministic
algorithm which, on input a key K € K, a ciphertext C, an associated data
A € AD and a (possible) state o, returns a message M € M (or L in case
of error) and a (possible) new state o’.

The encryption and decryption states are always initialized to €.

Definition 3 (Stateless Encryption (resp. Decryption) Algorithm). An encryp-
tion algorithm £ (resp., a decryption algorithm D) is said to be stateless if for
all K € K, M € M, A € AD the updated state returned by Ex(M,A, €) (resp.,
Dk(C,A,€)) remains &.



482 D. CARNEMOLLA - M. DI RAIMONDO

Definition 4 (Stateless Symmetric Encryption Scheme). A symmetric encryp-
tion scheme IT = (I, &, D) is said stateless if both £ and D are stateless.

In a stateless scheme the notation can omit the state ¢. For short, for any £ € N,
any vector of messages M = [My,...,M;] € M and any vector of additional
data A € AD', (C,0;) + Ex(M, A, €) denotes the sequential encryption of mes-
sages in M. A similar notation, (M, oy) < Dk (C,A,¢), is intended for the
sequential decryption of a vector of ciphertexts.

Definition 5 (Correctness). A symmetric encryption scheme IT = (K,€,D) is
said to be (g, 6)-correct if for all £ < g, all M € M and all A € AD!,

Pr [K 3K (C,00) — Ex(MLA, €); (M, py) + Dy (C,A,e) : M£M| < 6.
If IT satisfies correctness with § = 0 for all ¢ € N then it is said to be perfectly
correct.

The security definition of Indistinguishability against Chosen-Ciphertext Attack
(IND-CPA) follow.

Game IND-CPA{}  LR(My,M;,A)

b<+%{0,1} if [Mo| # |M,| then return L
oc—eKSK (C,0) «+ Ek(Mp,A,0)
b AR return C

return (b = 1)

Figure 2: IND-CPA security game.

Definition 6 (Security). Let IT= (I,£,D) be a symmetric encryption scheme
and let A be an adversary. The adversary’s advantage against IND—CPAﬁ (de-
scribed in Figure 2) is defined as follows

Advinnd-cpa(A) —2.Pr [IND-CPAé] - L

IT is said to be IND-CPA secure if the above advantage is negligible for all PPT
adversaries A.

Definition 7 (Coin Injectivity). Let IT = (K,&,D) be a symmetric encryption
scheme. IT is said coin injective if for each fixed key K € K, message M € M
and associated data A, Ex (M, A;r) is injective for each r.

Definition 8 (Min-Entropy). Let IT = (X, £, D) be a scheme for symmetric en-
cryption. The min-entropy He(IT) of the scheme IT is defined as follows

2 1= = max Pr[€x(M;r) = C]
K.M,C
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3. Algorithm-Substitution Attacks

In an Algorithm Substitution Attack (ASA) scenario, an adversary (Big Brother)
is able to replace the standard encryption routine & with a custom implementa-
tion £. This subverted implementation can leverage additional inputs, directly
embedded within the code, known only to the adversary: a subversion key
K. The strategy aims to create an alternative method for extracting plaintexts
from users’ ciphertexts, represented by a specific plaintext-recovery algorithm
D. This could involve some methodology, more or less hidden, to transmit the
user’s key K to Big Brother (Key Recovery) and then proceed to standard de-
cryption. More formally:

Definition 9 (Subversion [3]). Let I1 = (K,£,D) be a symmetric encryption
scheme. A subversion of IT is a triple IT = (K, €, D), as follows:

« K is the subversion key space; it is a finite nonempty set.

. gE!K(M,A,G,i) — (C,0’) is the subverted encryption algorithm. This
algorithm may be randomized, stateful or both. On input a subversion key
Ke E, a user’s secret key K € K, a message M € {0,1}*, an associated
data string A € {0, 1}*, a (possible) state o and a user identifier i, it returns
a ciphertext C (or L in case of error) and a (possible) new state ¢’

. (C A,i) — M is the plaintext-recovery algortthm It is a deterministic

algorithm which, on input a subversion key K € K, a vector of ciphertexts
C, a vector of associated date A and an identifier i for the key K used by
the attacked user, it returns a vector of messages M.

The user identifier i used above provides support for the multi-user scenario
and formalizes the possibility of the adversary to identify each user by means of
some kind of public unique information (e.g., MAC address, IP address). It is
important to note that the plaintext-recovery algorithm D is not meant to replace
the normal decryption algorithm D that regular users employ. Instead, it encodes
the strategy adopted by the adversary to recover, exploiting the knowledge of
the subversion key K, the plaintexts from a batch of eavesdropped ciphertexts.
The multi-message approach is useful to formalize some recovery strategies
that require the systematic collection of a few bits of some kind of sensible
information (e.g., the user key K) in order to gain the knowledge necessary to
invert the encryption of any ciphertext.

In order to be effective in the long term, the subverting strategy must be
undetectable by regular users when using & instead of £. In this sense, the
minimum condition is that the regular decryption algorithm D, using the regular
key K, continues to work on the subverted ciphertexts. The proposed formal
definition follows.
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Definition 10 (Decryptability [10]). Let IT = (IE £,D) be a subversion of a
symmetric encryption scheme I1 = (K,&,D). II satisfies (g, §)-decryptability
if (K xK,E,D')is a (g,8)-correct encryption scheme where D’ is defined as
D;%JC(C,A, o) =Dk(C,A,0).

If T is (g,0)-decryptable with respect to IT for all ¢ € N, it is said to be perfectly
decryptable. This is the only case considered by BPR in their first model [3]:
this, as shown later, will represent a limitation and it does not permit to formalize
some specific effective attacks.

3.1. Detectability and Surveillance

The ability to continue using the regular decryption procedure to open a cipher-
text generated by a compromised encryption algorithm ensures interoperability
and protects one from being swiftly identified by the compromised victim. On
the other hand, this is not enough to formalize other anomalies that a regular
user could observe in the altered algorithm’s behavior. As a result, the detec-
tion and surveillance advantages were introduced in first security model in [3].
Intuitively, the detection advantage models the user’s (i.e., victim’s) ability to
detect that a subversion occurred, while the surveillance advantage models the
attacker’s effectiveness in stealing user data using it. There are different variants
of these definitions in the specific literature, each intended to capture different
attacker/user capabilities. We report and discuss these definitions, highlighting
the differences in the following sections.

3.1.1. BPR Security Model [3]

The former definitions of detectability and surveillance advantages were pro-
posed by BPR in [3]. The security games for their BPR model are depicted in
Figure 3. Let Il be a symmetric encryption scheme and I its subversion. In the
game DETECTM , the user U (the detector) is challenged to guess whether it
is in the real or in the subverted world. In the real world, the standard encryp-
tion algorithm £ is used, whereas in the subverted world, the adversarial altered
encryption algorithm £, jointly with a random subversion key K, is employed.
At the beginning of the game, a uniformly chosen random bit b is selected; it
determines if the user ¢/ will run against the real encryption algorithm or the
subverted one. If the output bit 4’ matches b, U wins the game. During its
execution, the user U has access to an oracle KEY, which models its ability to
obtain the keys of any regular user he wants to impersonate; indeed this is a
multi-user game. Obviously, the user does not have access to the adversary’s
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subversion key K. The encryption oracle ENC permits I/ to interact with the en-
cryption functionality whose behavior depends on the bit ». This means that the
detection advantage of I/ measures the user’s ability to know if he is receiving
ciphertexts produced by £ or by &. Their formal definition of detection advan-
tage is given in Definition 11. In the game suggested by BPR [3], it is important
to note that the detector ¢/ is modelled so that it has the decryptor’s point of
view. This is demonstrated by the fact that the encryption oracle does not return
the encryption state o to U. This means that the detector can’t inspect this state;
as noted in BJK [2], this can be very limiting in modeling the ways a regular
user could detect the anomalies introduced by the subversion. Given this, the
aim of the BJK model, reported in Section 3.1.2, is to overcome such a limit,
adopting as a point of view the one of the encryptor.

The other proposed game, SURVgﬁ, aims to measure the ability of a Big
Brother B to extract information from subverted ciphertexts; the obvious goal
would be full decryption, but the game, following the standard style of semantic
security, attempts to capture the leakage of any bit of information. For this rea-
son, similarly to the previous one, it challenges 5 to recognize the nature of the
encryption functionality (real or subverted) behind the oracle ENC while giving
him access only to its subversion key K. An oracle KEY is also present, for-
mally useful for triggering on demand the generation of user keys, but it always
returns €. The surveillance advantage is formally defined in Definition 13.

B

Game DETECT ~ Game SURV
b3 {0,1}:K 3 K b/« YKV ENC b3 {0,1}:K 3 I3 b’ « BREYENC
return (b =b') return (b =b')
KEY (i) KEY(i)
if (K;= L) thenK; <° K;0, + ¢ if (K;= L) thenK; <* K;0,+ ¢
return K; return £
ENC(M,A,i) ENC(M,A,i)
if (K; = 1) then return L if (K;= 1) then return L
if (b=1) then if (b=1) then

(C,01) > Ex, (M A, 07) (C.01) - €k, (M A, 07)
else (C,0;) - & x (M,A,0;,) else (C,0;) «* E,;’Ki (M,A, ;i)
return C return C

Figure 3: BPR security model.
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Definition 11 (Detection Advantage [3]). Let IT = (K,&,D) be a symmetric
encryption scheme and let IT = (K,£, D) be a subversion of it. Let ¢ be an
algorithm executed by users to detect the subversion. The advantage of U/ is
defined as follows

Adv (1) =2 Pr| DETECTY ; = 1} 1

where the game DETECT is the one shown in Figure 3.

Definition 12 (Undetectability). Let IT = (K,£,D) be a symmetric encryption
scheme and let IT = (KC,&,D) be a subversion of it. We say that IT is unde-
tectable if for any PPT adversary U/, holds

Adv?itﬁ(Z/l) < negl(A)

Definition 13 (Surveillance Advantage [3]). Let I1= (K,&,D) be a symmetric
encryption scheme and let IT = (XC, £, D) be a subversion of it. Let 5 an adver-
sary representing the Big Brother. The advantage of B is defined as follows

stv _ B _
Advir: (B) =2-Pr [SURVHfI - 1] 1
where the game SURV is the one shown in Figure 3.

These definitions were provided by BPR in [3] jointly with the notion of
(perfect) decryptability, where each ciphertext produced by £ can be correctly
decrypted by the user using D with his key K. To prove that an encryption
scheme cannot be subverted, it is necessary to show that for any possible sub-
version I, the subverter B has a not-significant surveillance advantage. Note
that if the quantification does not restrict to (perfectly) decryptable subversion
schemes, finding a scheme with this level of resilience may become impossible.
Indeed, it is inevitably possible to construct an artificious subversion scheme I
that is always distinguishable by B but not perfectly decryptable. Consider a
subversion in which an additional bit 0 is tied to the ciphertext; B’s task would
become trivial, but the regular decryption routine in I would fail (for the unex-
pected extra bit). The formal definition of subversion resistance follows.

Definition 14 (Subversion Resistance). Let [T = (K,£,D) be a symmetric en-
cryption scheme. II is said to be subversion resistant if for any perfectly de-
cryptable subversion IT and any adversary 13, holds

Advﬁ’%(lﬁ) < negl(A).
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3.1.2. BJK Security Model [2]

As noted above, in the BPR security model, the subversion detector is essen-
tially the decrypter. This, as noted by BJK in [2], can limit the detector’s inves-
tigating capabilities. The encryptor, the entity sending encrypted messages, is
another actor who is undoubtedly interested in detecting any potential subver-
sion of the employed tools. He possesses certain advantages over the decryptor:
indeed, in the case of stateful schemes, he has the ability to inspect the state
of the encryption algorithm (whether subverted or not) by inspecting the device
memory but also to apply on it some ordinary operations (e.g., reset or clone vir-
tual machines). This can lead to concrete detection strategies: for example, upon
reset, a stateful subverted algorithm could anomaly behave (see attack in Sec-
tion 4.1.1, where the first outputted IV is always the encryption of the subverted
key). For this reason, BJK [2] introduced a stronger notion of undetectability,
called strong undetectability. In their BJK security model, the subversion distin-
guisher {{ has access to an oracle ENC which takes not only the message M to be
encrypted but also the key K to use. This allows us to model the detector’s abil-
ity to pick the key K as it wants (as well as knowing it). Furthermore, the oracle
returns not only the ciphertext C but also the updated encryption state 6. This
models the possibility for the encryptor to observe anomalies and, jointly with a
new RESET oracle, to reset it. The authors observe that the possibility to use the
RESET oracle implies that an effective subversion strategy, with respect to their
stronger notion of undetectability, can’t be stateful. Indeed, a detector always
has the possibility to systematically nullify such state using the reset capabil-
ity before every ENC invocation. Finally, we stress that strong undetectability
implies undetectability; this can be easily proven by reduction.

Another notable change in the BJK model is to focus on the effective mean-
ing of a successful subversion attack. Instead of the indistinguishability-based
notion for Definition 11, they adopt a Key Recovery game where the adversarial
goal is to recover the user key K. From the perspective of the subverter, this is
a more robust goal, but it results in a weaker security definition. This can be
useful in modeling concrete subversion attacks. At the beginning of the new
game KR, a user key K to guess and a subversion key K are chosen. Then, the
attacker B is executed by running its 5.EXT key extraction algorithm, which re-
turns a guess K for the user key K. During its execution, the attacker has access
to an encryption oracle ENC with state 0. This oracle does not take as input a
given message to be encrypted but this is queried from a new oracle M, with a
different state ¢’, for message sampling. Specifically, the oracle M models the
user’s requests for encryption of specific messages; in fact, in a real scenario, the
authors consider reasonable that the Big Brother cannot choose the messages to
be encrypted. If the attacker’s guess is correct (K = K), it wins.
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It is significant to note that while BPR attacks target multiple users, these
new games focus on a single user. However, this arrangement does not limit
the detector’s functionality in SDETECT game since he can utilize any key
without the limitation imposed by the KEY oracle. In Figure 4, we report the
pseudocodes of the security games. Then we recall the formal definitions for
this security model.

Game SDETECTY, - Game KRfj
K+SK:b«%{0,1};0+¢ K«SK:K+%K:0ce0 ¢
b’ ¢ UENCRESET R +% B.EXTENC(K)

return (b =b') return (K = K)

ENC(K, M) ENc()

if (b=1) then (C,0) <% &(M,A, o) (M,0") < M(o")

else (C,0) «* gIZ’K(M,A,G) (C,0) % g,;vK(M, o)

return (C,0) return C

RESET()

c &

Figure 4: BJK security model.

Definition 15 (Strong Detection Advantage [2]). Let IT = (K,&,D) be a sym-
metric encryption scheme and let IT = (IC £ D) be a subversion of it. Let U/ be
a detection adversary. The advantage of I/ is defined as follows

Adv;?%(u) =2-Pr SDETECTgfI =1|-1

where the game SDETECT is the one shown in Figure 4.

Definition 16 (Strong Undetectability). Let IT = (K,£,D) be a symmetric en-
cryption scheme and let IT = (IC 5 D) be a subversion of it. We say that IT is
undetectable if for any PPT adversary U, holds

Adv;‘li%(Z/{) < negl(A)

Definition 17 (Key Recovery Advantage [2]). Let IT= (K, &, D) be a symmet-
ric encryption scheme and let IT = (IC,£,D) be a subversion of it. Let B an
adversary against the game KR in Figure 4. The advantage of B is defined as
follows

Advi] v (B) = Pr [KR  =1].



ASA ON SYMMETRIC ENCRYPTION: A SURVEY 489

Definition 18 (Key Recovery Subversion Resistance). Let IT = (K,€,D) be a
symmetric encryption scheme. ITis said to be key recovery subversion resistant
if for any perfectly decryptable subversion IT and any adversary B, holds

Advl;;’ﬁ(zs) < negl(A).

3.1.3. DFP Security Model [10]

n [10], DFP criticizes the BPR model, highlighting some limitations in the
proposed definitions. As stated in Section 3.1.1, BPR’s subversion resistance
requires perfect decryptability. BPR also present it as the minimum level of un-
detectability that any concrete subversion attack should provide. On the other
hand, their notion of undetectability is not very comparable to perfect decrypt-
ability; in fact, the former does not imply the latter. As a counter-example, con-
sider an input-triggered attack proposed by DFP in [10] and fully reported in
Section 4.3. Here, we illustrate the basic idea in a simplified attack: this subver-
sion I makes use of a regular encryption £ for all messages except for a special
message M (the trigger), upon which the corresponding ciphertext would be
C= 5 M 1) = K. Even though this particular ciphertext C couldn’t be inverted

using the standard decryption routine, it would provide a clean transmission
channel to pass the leaked key K. In other words, without knowledge of the spe-
cial trigger message M, this subversion would be undetectable, but on the other
hand, it could not meet the condition of perfect decryptability. DFP considers
this a limitation of the prior model, as it excludes some effective attacks that do
not meet the criticized strong correctness condition.

As a first attempt to fix the issue, DFP relaxed the decryptability condi-
tion, introducing the more general definition of (g, d)-decryptability (reported
as Definition 10), where 0 is small but not null. Unfortunately, this is not suffi-
cient as the resulting model would become unsatisfiable with a total lack of any
subversion-resistant schemes; indeed, the previous input-triggered attack can
be applied to any (randomized, deterministic, or stateful) encryption scheme
IT, and the resulting subversion would be (g, 0 )-decryptable (with negligible &)
but undetectable. This would leave us with no hope of building frameworks that
can offer resistance. Their novel security model (DFP from now on), depicted in
Figure 5, required a deeper rework on the underlying games, trying to formalize
the capacity of the detector U to catch anomalies in the (subverted) framework
during the active exploitation by the Big Brother 5. In the designed DETECT
game, unlike the BPR’s DETECT, the detector I/ loses direct access to the KEY
and ENC oracles but gains the ability to consult a full transcript T of B during
an active subverting session. In this game, the Big Brother 5 runs before the de-
tector U, and it is challenged to distinguish between the real and the subverted
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world (as in the SURV game), making use of the KEY and ENC oracles. Need-
less to say, BB has sole access to the subversion key K and not the user key K.
Whenever B interacts with an oracle, the typescript T is updated: in the case
of the KEY oracle, the pair (K;,i) is added to T, while in the case of ENC, the
triple (M,A,C) is appended. It is important to note that the provided bit guess
b’ returned by B is discharged as we are only interested in the transcript. The
detector U/, who has access to the transcript 7', is asked to provide his own guess
b". He wins when b = b”. The SURV game remains similar to BPR model and
is presented for completeness. When comparing the games of this new model
to the two previous ones, we can observe how this, similar to what was seen
in BJK, is defined as single-user (note the restriction on the invocability of the
KEY oracle). This is not a limitation: the advantage can still be calculated con-
sidering a reduction by a polynomial factor based on the number of users. Like
in SURV of BPR, Big Brother 13 can apply a chosen-message attack in DFP’s
SURV game: indeed it represents an essential aspect in an input-triggered at-
tack. The BJK’s KR game lacks such freedom, preventing 53 from using the
trigger mechanism to recover the key (no advantage). Finally, we see how the
detector ¢/ in SDETECT, like in DETECT, acts again as a decryptor, without
the possibility to verify the encryption algorithm’s possible state.

The adversarial advantages and related definitions are almost identical to the
DFP model with the exception of surveillance resistance (Definition 22 below),
where the two advantages are made related. This allows us to reinforce the idea
that Big Brother is a cautious-but-malicious attacker, indeed, in this definition,
a scheme is intuitively considered unsubvertible if the detector has a greater
advantage than the Big Brother, even if the latter is not negligible.

Definition 19 (Detection Advantage [10]). Let IT = (IC,£,D) be a symmetric
encryption scheme and let 1= (E,g ,5) be a subversion of it. Let I/ be an
algorithm executed by users to detect the subversion aided by the transcript
produced by B. The advantage of I/ is defined as follows

det SETEAToU
AdvT(B,U) =2-Pr|DETECT [y = 1| — 1

where the game DETECT is the one shown in Figure 5.
Definition 20 (Undetectability). Let IT = (K,£,D) be a symmetric encryption

scheme and let IT = (IC,£,D) be a subversion of it. We say that IT is unde-
tectable if for any PPT adversary I/ and any Big Brother B, holds

AdvEL (B,U) < negl(A)



ASA ON SYMMETRIC ENCRYPTION: A SURVEY 491

Game WECTﬁ% Game Wﬁﬁ
b+5{0,1}:K 3K b+${0,1};K 3K

b« BREVENC(K) b U(T) b« BKEVENC(K)

return (b =10") return (b ="b')

KEY(i) // called once KEY(i) // called once
if (K;=_1) thenK; «+°* K;0; < ¢ if (K;= 1) thenK; «3K;0;, < €
T + (K;,i) return €

return € ENC(M,A, i)

ENC(M, A, i) if (K;= L) then return L

if (K; = 1) then return | if (b=1) then

if (b=1) then (C,0;) +* &, (M, A, 0;) (C,01) «° &k, (M A, 07)
else (C,0;) < Eg (M, A, 0},1) else

T + T||(M,A,C) (C.07) = &g 4, (M,A, 01,i)
return C return C

Figure 5: DFP security model.

Definition 21 (Surveillance Advantage [10]). Let IT= (K,&, D) be a symmetric
encryption scheme and let IT = (IC,£, D) be a subversion of it. Let 5 an adver-
sary representing the Big Brother. The advantage of B is defined as follows

AdvS™- (B) =2-Pr [SURVp = 1| — 1

where the game SURV is the one shown in Figure 5.

Definition 22 (Subversion Resistance [10]). A symmetric encryption scheme
IT=(K,&,D) is said to be subversion resistant with respect to a (universal) de-
tection algorithm ¢/ if for all efficient adversaries 55 and all efficient subversions
I,
STV det
Adeﬁ(B) < Advnﬁ(B,Z/{).

4. Attacks and Analysis

In this section we report the most representative black-box ASAs and their prac-
tical impact. For brevity, we have omitted the proofs of the theorems. For de-
tails, see the original papers.
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4.1. The IV-replacement Attacks [3]

The IV-replacement attack proposed by BPR in [3] is a generic attack that
can be deployed against any randomized stateless encryption scheme that sur-
face/expose its IV (i.e., initialization vector). More formally, an encryption
scheme IT = (KC,&,D) is said to surface its IV if there exists an efficient al-
gorithm X such that X (Ex(M,A;1V)) = IV for all K,M,A,IV. This formalizes
the possibility to extract the original IV, used during the encryption phase, just
by observing the resulting ciphertext. This condition is quite common and is
satisfied by some very widely used schemes, such as CBC$ (CBC mode with
random IV) and CTR$ (CTR mode with random starting point). The authors
have put forth two variations of this attack, differing primarily in whether the
subverted encryption algorithm maintains a state.

4.1.1. Stateful Variant

The first proposed attack, depicted in Figure 6, requires an internal state for the
subverted encryption algorithm. The main idea here is to hide the user key K
inside the IV value used during the encryption of the first message (with respect
to the message sequence tracked by the state). Instead of a random value, an
encryption of the value K, using the subversion key K, is employed. Verifying
that the resulting subversion scheme satisfies perfect decryptability (recovering
all messages regularly) is straightforward. It also satisfies the undetectability
notion (Definition 13) as the subverted /V is the output of a PRF and it is indis-
tinguishable from a random value. A formal treatment of this statement is given
in Theorem 1.

As previously stated, stateful subversion cannot provide strong undetectabil-
ity. This is easily shown here by observing that the detector could notice that all
of the first ciphertexts share the same IV after any reset action.

Egx(M,A,0,i) Dz(C,A,i)
if 6 =0 then IV < Ex(K) 1V + X(C[1])
else IV <% {0,1}" K—E.'(1v)
C« Ek(M,AIV) M < Dg(C,A)
oo+l return M
return (C, o)

Figure 6: IV-replacement stateful attack.
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Theorem 1 ([3]). Let IT= ({0,1}",£,D) be a randomized, stateless symmetric
encryption scheme that surfaces an IV of length n. Let E : K x {0,1}" — {0,1}"
be a blockcipher. Let 1= (/E,E ) 5) be the subversion of IT as defined in Fig-
ure 6. Let U be a test that makes g queries to its KEY oracle. Then we can
construct an adversary .4 that makes g oracle queries and its running time is that
of U such that
Advir(U) < ¢°/2" + AdvPT(A)

The ¢?/2" term represents the possibility that two users will have the same key,
in which case their subverted IVs will be the same. Given this, the subversion
IT is undetectable and the detector {’s final advantage is negligible if the block-
cipher E behaves as a good PRF.

4.1.2. Stateless Variant

A second variant of the earlier attack leverages the IV-based transport channel to
continually transmit the bits of the user key K. This systematic leakage of key-
ing material becomes compatible with a scenario in which subverted encryption
cannot use a state. Let k represent the length of the user key K, v = [log, k],
and E : K x {0,1}" — {0,1}" be a blockcipher, where n stands for the length
of the IV in I1. A uniformly random index ¢ € [1..k] is chosen by the subverted
encryption algorithm £ (shown in Figure 7); this index will act as the position
to the key bit K[/] that will be encoded. Here, the IV is picked as the encryp-
tion employing the subversion key K of the message K[¢]||¢||R, where R is a
randomly drawn padding string of size n —v — 1, £ is its position encoded as a
v-bit string, and K[¢] is the leaked bit of K. We expect that every ¢ € [1..k] has
been selected after roughly klog, (k) encryptions, at which point the entire user
key K will be acquired by the subverter. Once again, this subversion scheme
fulfills perfect decriptability and the undetectability comes from the fact that E
is a PREF, as formally pointed out in Theorem 2.

EKK(MvAvi) DE(C,A,I)
03 [1..K] forjel,...,|C| do
R*{0,1}" ! b|[¢|R + EZ'(X(C[)])

IV EgKIIIR) ki e

return C return M

Figure 7: IV-replacement stateless attack.
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Theorem 2 ([3]). Let IT= ({0, 1}*,&,D) be a randomized, stateless symmetric
encryption scheme that surfaces an IV of length n. Let E : K x {0,1}" — {0,1}"
be a blockcipher. Let v = [log, (k)]. Let I1= (K, €, D) be the subversion of IT as
defined in Figure 7. Let I/ be a test that makes g queries to its ENC oracle. Then
we can construct an adversary A that makes ¢ oracle queries and its running
time is that of ¢/ such that

Advirs (U) < 72"+ AdvPT(A)

The BPR’s paper [3] did not take into account the notion of strong unde-
tectability. Nonetheless, several considerations lead to the conclusion that this
scheme also satisfies the stronger variant. The fact that the game SDETECT
allows you to inspect and reset the state o is irrelevant here because both the
original and subverted schemes are stateless. Furthermore, the ability to gener-
ate keys without using the missing oracle KEY shouldn’t be beneficial for the
detector’s task.

4.2. The Biased-Ciphertext Attacks

Many encryption schemes, such as CBC2 [19], IACBC [16], and XCBC$ [12],
do not surface their IV, which is required for the attacks presented above. To ad-
dress this issue, BPR [3] introduced a new stateful “universal” biased-ciphertext
attack that applies to any generic randomized encryptions with few extra re-
quirements. The subsequent improving stateless variant is due to BJK in [2].

4.2.1. Stateful Variant [3]

This attack can be used on any randomized, stateless, and coin-injective encryp-
tion scheme. It has been demonstrated that this attack satisfies the undetectabil-
ity in the BPR model; on the other hand, the authors of the BJK model suggest
it can be proven to be strongly undetectable in their model too. The subversion
scheme functions intuitively in the following way: consider the encryption of a
message M with associated data A and key K as a ciphertext C < Ex(M,A;9),
where 0 is a coin drawn at random from a space D. We refer to it as a ran-
dom coin to emphasize that it does not represent extractable information, unlike
the previous IV. The subversion scheme £ works similarly to the original &,
with the exception that & is chosen so that F(K,C) = K[j] the j-th bit of K,
where F is a PRF. At this point, given C, the key extraction algorithm D can
compute K[;j] using F(K,C). More in detail, the subverted encryption algo-
rithm € makes use of an integer state o, initialized to zero and incremented on
each encryption. If j is the position of the key bit K] to encode, the proce-
dure randomly selects a coin & such that the output of F(K,Ex(M,A;8)||o]i)
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is equal to the K[j]. To formalize this, given the coin space D C {0,1}*, a bit
b € {0,1}, and two functions g : D — R and f: {0,1}* — {0, 1}, we consider
the set $/¢(b,D) = {8 € D: f(g(8)) = b}. The wanted set of coins corresponds
to SF(K):80) (K[ j], D) where F : K x {0,1}* — {0,1} is a PRF and g is an auxil-
iary function with embedded parameters (K, M, A, j, ¢,i) that, on input the coin
0, outputs Ex(M,A; 8)||o||i. Finally, the message M is encrypted using a coin
6 randomly extracted from such a set. Then, D extracts the Jj-bit of the user
key as F(K,C[j]||j — 1]|i), where C is the vector of ciphertexts produced by &.
If k = |K| is the user key length, after k calls to the encryption algorithm, the
attacker will be able to extract the user’s key and thus decrypt the all the mes-
sages. The following theorem formally states the undetectability of the resulting
subversion scheme.

£z x(M,A,0,0) Dz(C,A,i)

jomod |K[;j+ j+1 forj=1,...,|K| do

8() « &k (M, A;-)|o]|i K[j] eF(K cilllj—1)li)
§ «$ SFKA8()(k[j],p) M+ Dk(C,A)

C+ &k (M,A;0) return M

oc+—o+1

return (C, o)

Figure 8: The stateful biased-ciphertext attack.

Theorem 3 ([3]). Let IT = ({0,1}*,£,D) be a randomized, stateless, coin-
injective symmetric encryption scheme with randomness-length r, and let d =
2" Let F : K x {0,1}* — {0,1} be a PRF. Let I = (K, €, D) be the subversion
of IT as defined in Figure 8. Let I/ be a test that makes g queries to its ENC
oracle. Then we can construct an adversary A that makes ¢ oracle queries and
its running time is that of ¢/ such that

Advits (U) < q/2" + AdVE' (A)

4.2.2. Stateless Variant [2]

The strong undetectability definition was proposed by BJK in [2], but they also
enhanced the earlier biased-ciphertext attack. They can apply their variant to
any encryption scheme with a non-trivial level of randomization, eliminating
the need for both the coin-injective property and, crucially, the statefulness.
This new stateless subversion scheme has been demonstrated to be strongly
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undetectable in the BJK model and allows a full key recovery. This clearly
implies that it is undetectable in the original BPR model too. Let be a PRF
F :{0,1}*x {0,1}* — {0,1} x [k], where k is the length of the user key. The
idea is still to encode the user key bit by bit in the ciphertext using rejection
sampling. The algorithm runs a loop, shown in Figure 9, where a random coin
8 € {0,1}* is chosen at each iteration. This coin is used as randomness for the
standard encryption scheme £, which produces a ciphertext C. A pair (v,7) is
employed to store the output of the PRF F (I? ,C) after each attempt. The loop
breaks if either an iteration counter j reaches an out-of-time flag s or if the user
key’s t-th bit matches v. On the other side, the key recovery algorithm B.EXT
works as follows. Given g the number of queries allowed to the attacker, for
each i in range [1,...,q|, the Big Brother B invokes the ENC oracle, which re-
turns a ciphertext C of a message chosen by the user. Then, (v,¢) = F (f ,C) is
computed and the ¢-th bit of the key is set to v. Then, in Theorems 4 and 5 we
report the strong detection and key recovery advantages, respectively.

Ez ((M,A) B.EXT(C,A,i)
j+<0 fori=1,...,q do
do C +3S ENc()
jej+1 (v,t) + F(K,C)
5 «%4{0,1}* K[f] v
C + Ek(M,A;6) return K
(v,1) + F(K,C)
while (K[t] Zv A j#s)
return C

Figure 9: The BJK’s stateless variant of the biased-ciphertext attack.

Theorem 4 ([2]). Let IT be a randomized, stateless scheme for symmetric en-
cryption and let k be the user key length. Let F : {0,1}* x {0,1}* — {0,1} x
[1,...,k] be a PRE. Let ¢,s > 1 and let II the subversion in Figure 9. Let M be
an arbitrary message distribution. Then we can build a PRF adversary A such
that

AdVE \((B) > 1 — Advi (A) — £(g, s,k)

where
8(Q>sak) < ke_”/k +q27° + 6]2S2 .2~ H.(I)-1

The running time of A is about the sum of the running times of & and B.EXT,
and it makes at most gs oracle queries.
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Theorem 5 ([2]). Let IT be a randomized, stateless scheme for symmetric en-
cryption and let k the user key length. Let F : {0,1}* x {0,1}* — {0,1} x
[1,...,k] be a PRF. Let ¢,s > 1 and let I1 the subversion in Figure 9. Let U be
an adversary against the strong undetectability of I1 that makes at most n queries
to its ENC oracle. Then we can build a PRF adversary A such that

Adv;‘lj% u)<2- Advarf(A) 422 H=(I)

The running time of .4 is about that of ¢/ and it makes at most ns oracle queries.

4.3. The Input-Triggered Attack [10]

This is the generalized version of the input-triggered attack anticipated in Sec-
tion 3.1.3, and it can be applied to any randomized, deterministic, and/or state-
ful scheme. In Figure 10, the subverted encryption method £ always returns the
output of the conventional encryption algorithm &, except when a predicate R
holds for a specific set of inputs. This triggering predicate indicates when the
subversion must leak information to Big Brother using its output. It is plausible
that if the detector does not know the predicate R (the triggering condition), it
will only be able to distinguish the subversion from the real scheme with a neg-
ligible probability. The inputs of the predicate R are (K,K,M,A, i), where
i is a numeric identifier of the user and A represents the associated data. The
latter field can be utilized to characterize several public secondary information
(e.g., IP address, timestamps, network ports,...). The triggering condition could
be determined by a number of factors, some of which the adversary may in-
fluence. A chosen-message attack like this may appear to be highly powerful
and difficult to carry out; however, the scientific literature contains numerous
examples of real-world attacks in which the adversary was able to gain such a
powerful possibility. Returning to our security models, this capability is present
in the surveillance games of the BPR and DFP models, but not in the BJK’s KR
game. On the other side, as described in Section 3.1.3, the perfect decryptability
required by BPR and BJK models does not allow to catch the undetectability of
this subversion. The only available characterization is provided by the follow-
ing theorem, which proves that the subversion is undetectable with respect to
the DFP model (Definition 20).

Theorem 6. Let IT = (KC,£,D) be a (1,0)-correct scheme for symmetric en-
cryption. Suppose the message space M contains {0, 1}’1 for a suitable large
A. Then subversion II in Figure 10 is (¢,q- 2% + 8)-decryptable, and for all
detection tests I/ that make at most g encryption queries

Adv?{tﬁ(L{) <g-27*
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EE’K(M,A,O',I')

(C,0) + Ek(M,A,0)

if R(K,K,M,A,c,i) then
return (C||K,0)

return (C, o)

Figure 10: The input-triggered attack.

It is noteworthy that, despite being applicable to any encryption scheme, this
attack is always detectable in the DFP model. Indeed, the detector has access
to the transcript of the Big Brother, which, in order to win the surveillance
game, has to exploit the trigger-based mechanism introducing in the transcript
an anomalous ciphertext that permits the detector to distinguish with a non-
negligible probability.

5. Defenses

The results of the previous sections do not give us much hope. Theorems 4
and 5 demonstrate that any stateless randomized symmetric encryption scheme
can be subverted without the user’s knowledge. This suggests that anyone could
successfully subvert many of the encryption schemes we use on a daily basis.
The question of whether there are classes of encryption algorithms that are re-
sistant to these kinds of attacks is intriguing from a theoretical perspective. We
must undoubtedly search among deterministic and stateful algorithms in light of
the prior findings. The first class of immune algorithms, the so-called Unique-
Ciphertext encryption schemes, was identified by BPR.

5.1. Unique-Ciphertext Encryption Schemes

Intuitively, if a symmetric encryption scheme satisfies the unique-ciphertext
property, it means that for any given key, message, associated data, and state, the
decryptor will accept and decrypt only one ciphertext to the specific message.
This requirement implies that a unique-ciphertext scheme is also determinis-
tic. The reverse is not true: not all deterministic encryption systems support
the unique-ciphertext property. Consider a deterministic regular encryption &,
like plain AES, and an artificial extension £’, which systematically extends the
ciphertext with a fixed-length null tail of bits. The corresponding decryption
utility D" will remove the extra tail without checking its content, and the task
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will be completed with the regular decryption D. This scheme is clearly deter-
ministic, but it fails to provide unique-ciphertext property because there exist
multiple ciphertexts that can be opened on the same message. The formal def-
inition of the unique-ciphertext encryption scheme, as well as the statement of
the subversion impossibility theorem, are provided below.

Definition 23 (Unique-Ciphertext Encryption Scheme). A symmetric encryp-
tion scheme IT = (KC,£,D) is said to have unique ciphertexts (or it is said a
unique-ciphertext encryption scheme) if the following conditions hold:

1. IT satisfies perfect correctness

2. Forall/eN, allK € K, allM € M and all A € AD', there exists exactly
one ciphertext vector C such that

(M, 0/) < Dg(C, A, ¢) for some oy.

A concrete example of a symmetric encryption scheme based on the encode-
then-encipher technique [4], satisfying the unique-ciphertext property, is pro-
vided by BPR in [3]. In the same paper, the authors provided a second nonce-
based encryption scheme [18, 19] that satisfies the same property but in a more
efficient way. For more details on these constructions, we refer to the original

paper.

Theorem 7 ([3]). Let IT1= (K, &, D) be a unique-ciphertext encryption scheme.
Let IT be a subversion of IT that obeys the perfect decryptability condition rela-
tive to I1. Let B an adversary. Then Advy -8 = 0.

This result holds in the DFP security model, as demonstrated in [10]. We
omit the theorem for the sake of brevity.

5.2. Other Defensive Techniques

In recent years, additional security models have been developed to provide un-
subvertible IND-CPA secure encryption schemes. Unfortunately, unlike the
works discussed here, they do not fall under the complete subversion model
(i.e., a scenario in which all parts or algorithms could be subverted), so their
results are weaker than those reported here.

For instance, [17] proposed a new model called cryptographic reverse fire-
walls in which a third party, called firewall, stays between the communicating
parties involved in a cryptographic protocol. These firewalls [1, 7-9, 17] keep
the communication between the parts safe by re-randomizing the messages and
stopping any leaks that could be caused by subversion. The main limitation of
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these firewalls is that they must be considered totally trustworthy, so not sub-
vertible.

Fischlin and Mazaheri [11] proposed the notion of self-guarding scheme. In
this model, they provide an alternative defensive mechanism for reverse fire-
walls that doesn’t rely on trusted third parties and proactively thwarts ASAs.
The focus here is on a scenario where the party has a genuine version of the al-
gorithm as before it is replaced by malicious software or a time bomb, triggering
the algorithm’s malicious behavior. To prevent leakage, the proposed schemes
rely on data gathered during the initial phase, when the scheme is deemed un-
subvertible.

Finally, Russel ef al. [21] introduced an IND-CPA secure encryption scheme
that cannot be subverted by decomposing the involved algorithms into a few
functional components which are tested by an offline watchdog. The main dif-
ference with the models presented in our survey is the fact that the detector has
access to a series of oracles, each of which represents a functional component
of the encryption algorithm.

6. Conclusions

We should consider a wide range of potential threats to our digital security in
light of the subversion attacks shown here. Certainties, such as the reliability
of the software we use, are not always assured and may raise serious concerns
about what is truly safe. We are still a long way from figuring out the best
security paradigm and, consequently, what specific countermeasures might be.
However, we think that this kind of research can advance the scientific com-
munity’s comprehension of the problem’s numerous facets. It can also help
cryptographic system users realize that the security offered has limitations.
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